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New Research Shows that IDS/IPS Solutions Need to Evolve to Stay
Effective

According to new research by Enea and Cybersecurity Insiders, Intrusion Detection & Prevention Systems
(IDS/IPS) are widely deployed but face challenges to remain effective. Cybersecurity professionals express
concern over noisy alerts, limited visibility inside cloud workloads, and blindness to threats in fully
encrypted environments.

Key findings of the research:

e IDS/IPS functionality is now equally deployed on-premises and in the cloud
e 45 percent of respondents consider inaccurate, noisy alerts as their biggest headache
e 41 percent of respondents want their IDS/IPS to improve detection of anomalous and evasive traffic

® 64 percent of respondents require expanded IDS/IPS protocol and application coverage for cloud-based
business apps (Salesforce, Office 365, etc.)

e 23 percent of respondents need better traffic visibility in encrypted environments

Jean-Pierre Coury, Vice President of Enea Traffic Intelligence, says “Fortunately, encrypted traffic visibility,
anomaly detection and alerting can be vastly improved by integrating next generation Deep Packet
Inspection (DPI) software with Intrusion Detection & Prevention Systems. Enea Qosmos is such a
technology, with a proven track record of strengthening cybersecurity solutions.”

Mark Durrett, CMO at Stamus Networks, states “We've reached the point in which enterprise security
professionals are demanding that their most trusted network security tools - such as Intrusion Detection &
Prevention Systems - evolve to meet their changing needs. This research identifies several the perceived
shortcomings of a traditional IDS/IPS that must be addressed in this transformation. The results are
encouraging and very much aligned with our vision at Stamus Networks.”
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To learn more, please join us for a live webinar on September 29, 2022, during which a panel of security
experts from Cybersecurity Insiders, Stamus Networks and Enea will present the research findings and
discuss how cybersecurity managers and product vendors can address the needs and concerns expressed.

References

e Webinar registration
https://register.gotowebinar.com/register/4825087357321170703?source=EN

e Information on Enea Qosmos technology
WWW.GOSmMOos.com
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About Enea

Enea is a world-leading specialist in software for telecom and cybersecurity. The company’s cloud-native
solutions connect, optimize, and secure services for mobile subscribers, enterprises, and the Internet of
Things. More than 100 communication service providers and 4.5 billion people rely on Enea technologies

every day.

Enea has strengthened its product portfolio and global market position by integrating a number of
acquisitions, including Qosmos, Openwave Mobility, Aptilo Networks, and AdaptiveMobile Security.

Eneais headquartered in Stockholm, Sweden, and is listed on Nasdaq Stockholm.

For more information: www.enea.com
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