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IAR and AI Smart Monitoring Unleash Unparalleled 
Security for Heroic Faith Medical, Facilitating Medical 
Device Certification
Uppsala, Sweden; June 14, 2023 – IAR, the global leader in embedded development software and 
services, joins forces with Heroic Faith Medical to enhance data security in the healthcare industry. 
Heroic Faith Medical has adopted IAR Embedded Trust, a robust security solution, to protect their 
smart AI continuous respiratory monitoring device from breaching and tampering. This 
collaboration accelerates the attainment of essential medical device certifications, enabling the 
delivery of life-saving technologies to medical professionals worldwide.

Heroic Faith Medical specializes in advanced AI continuous respiratory monitoring technology. Their 
non-invasive assessment methods, which convert breathing sounds into visualized graphics, have 
been vital during the global COVID-19 pandemic. Medical personnel can remotely monitor respiratory 
functions, even while wearing full personal protective equipment, enabling real-time monitoring and 
vital treatment measures.

Yuan-Ren Cheng, Co-founder and General Manager of Heroic Faith Medical, highlights the 
significance of enhanced product security: “In addition to ensuring the safety of medical users, 
strengthened product security armors Heroic Faith Medical's intellectual property. IAR Embedded 
Trust is vital in ensuring the essential data encryption, security, and stability needed for our AI 
recognition management platform. Looking ahead, we anticipate collaborations with IAR and industry 
partners to create further synergy and bring smart respiratory monitoring to innovative fields.”

IAR Embedded Trust employs a comprehensive 4A approach—Anti-cloning, Active IP protection, Anti-
rollback, and Authentication—to ensure the security of customers' data and devices. These 
mechanisms safeguard software applications, prevent counterfeiting, encrypt critical keys, protect 
against versioning threats, and verify authorized software code and application installations.

By incorporating IAR Embedded Trust’s security mechanisms, Heroic Faith Medical leverages the 
monitoring aspects of its electronic stethoscope, guaranteeing the integrity and confidentiality of the 
monitored data. Firmware-level protection ensures resistance against attacks and tampering, 
establishing the required encryption, security, and stability for seamless integration with the AI 
recognition management platforms.

Kiyo Uemura, Area Vice President of APAC of IAR, expresses confidence in the partnership, stating, 
"Through our collaboration with Heroic Faith Medical, we equip innovative medical technologies with 
enhanced precision and reliability, ensuring the security of both life and data. IAR Embedded Trust 
actively supports customers in overcoming security challenges and regulatory compliance in their 
respective fields, effectively eliminating data security vulnerabilities in product development and 
global embedded technologies. By integrating robust protections from the product design phase, we 
simplify security complexities."
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Heroic Faith Medical’s electronic stethoscope has already obtained medical device certification from 
Taiwan FDA, with IAR Embedded Trust serving as a trusted partner throughout the USFDA 
certification application process. Both parties aim to establish this partnership as a good reference 
for industry peers experiencing similar challenges. The comprehensive end-to-end protection offered 
by IAR has the potential to extend to other ecosystem chain partners, unlocking new territories of 
application possibilities.

Please visit the IAR Embedded Trust  to learn more.product page

About IAR
At IAR, we provide world-leading software and services for embedded development, empowering 
companies globally to bring secure products that shape the future. Since its founding in 1983, our 
solutions have been instrumental in ensuring quality, security, reliability, and efficiency in developing 
over one million embedded applications for various industries, including industrial automation, IoT, 
automotive, and medical sectors. With support for 15,000 devices from over 70 semiconductor 
partners, we are dedicated to fostering innovation and enabling our customers' success.
We are headquartered in Uppsala, Sweden, with a global presence of sales and support offices 
strategically located worldwide. IAR is an IAR Systems Group AB subsidiary, listed on NASDAQ OMX 
Stockholm, Mid Cap (ticker symbol: IAR B). To learn more, visit us at .www.iar.com

About Heroic Faith Medical
Heroic Faith Medical was founded in 2018 to focus on breakthroughs in medical technology to 
improve the quality of respiratory monitoring. Their mission of “Saving Lives Through Innovation,” 
established upon their founding, is dedicated to applying the best and latest artificial intelligence 
technologies to support medical personnel. The company is dedicated to building devices for smart 
AI continuous respiratory monitoring. Heroic Faith Medical has obtained medical device certification 
from both Taiwan FDA and USFDA; in the future, they will continue to work closely with various 
medical centers and clinical trial laboratories in Taiwan and the U.S.

Contacts
Hanna Laurentz, Head of Corporate Communications, IAR
Tel: +46 18 16 78 00 E-mail:hanna.laurentz@iar.com

Editor's Note: IAR, IAR Embedded Workbench, Embedded Trust, C-Trust, C-SPY, C-RUN, C-STAT, IAR 
Visual State, I-jet, I-jet Trace, IAR Academy, IAR, and the logotype of IAR are trademarks or registered 
trademarks owned by IAR Systems AB. All other product names are trademarks of their respective 
owners.
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